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Do | need to install SSL/TLS certificates?

The BeNeering certificate chain consists of three certificates:

USERTrust RS54 Certification Authority

Sectigo RS54 Organization Validation Secure Server CA

*mycatalogecloud.com

If your procurement system requires a server-to-server connection to BeNeering Cloud and you only have the

Gk

.mycatalogcloud.com” certificate installed, then you will have to upload our new certificate to your

procurement server. In the end you will need only one certificate from the chain in STRUST.

The parent certificates have the following expiring dates:

1.

Sectigo RSA Organization Validation Secure Server CA: 01.01.2031

2. USERTrust RSA Certification Authority: 01.01.2029

Therefor we would recommend installing one of the parent certificates (1) or (2) to not have an action each year.

Remark In SAP itself you can always see the parent certificate in STRUST like here:

L= v
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CN=>Sectigo RSA Organization Validation Secure Server CA, O=Sectigo lerted L—Salford SP=..02.11.2018 31.12.2030

-

CN=*.mycatalogcloud.com, O=BeNeering GmbH, SP=Nordrhein-Westfalen, C=DE 16.12.2021 15.01.2023

-

“:d'ﬂ Verification PSE|

Certificate
Subject

Issuer

|CN=Sect|gD RSA Organization Validation Secure Server CA,l Parent nchester, C=GB
Subject (Alt.)
CH=USERTrust RSA Certification Authority, SERTRUST Network, L=Jersey City, SP=New Jersey, C=US

Serial Number (Hex.) 13:7D:53:9C:RAR:7C:31:A9:A4:33:70:19:68:84:7R:8D

ATTENTION: If you do not upload a valid certificate, then impacted Cloud services will stop working for you.

Example for scenarios using our SSL/TLS certificates:

SAP API/CPI or other Middleware solutions supporting web service routing to BeNeering Cloud via
SOAP and REST protocols. Update our certificate on your middleware solution..

S/4HANA login request to BeNeering Cloud, when issued via Fiori Launchpad. You will need to update
the SSL certificate on your SAP S/4HANA.

SAP ECC login request to BeNeering Cloud, when issued via Fiori Launchpad. You will need to update
the SSL certificate on your SAP NetWeaver.

Microsoft Azure AD or other Single-Sign-On providers using BeNeering Cloud access. Please verify
on the test-system if new certificate will be working without the need to adjust this service.

SRM UI5 (SAP NetWeaver) is sending an https Web-Service call to myCatalogCloud reading catalog
items when user is adding item to Shopping Cart. Check the Web Service Port in SOAMANAGER if
configured for direct access to myCatalogCloud.com. If yes, you will need to update the SSL
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certificate on your SAP NetWeaver.

- Oracle iPro is sending an https request to myCatalogCloud with login request. Typically, this request
has been configured on your Oracle server to run with https. You will need to update the SSL certificate
on that Oracle server.

Which addresses are impacted?

In general, all addresses *.mycatalogcloud.com are impacted.
Generic system setup is like this:

- testing.mycatalogcloud.com (access to testing / QA system)

- www.mycatalogcloud.com (access to production Stack Front-End)
- digital. mycatalogcloud.com (access to production Stack DC4)

- ftp.mycatalogcloud.com (ftp access)

Customers using the My Cart scenario are configured by customer specific subdomain:

- customerName-d.mycatalogcloud.com (access to development / DEV system)
- customerName-t.mycatalogcloud.com (access to testing / QA system)
- customerName.mycatalogcloud.com (access to production Stack Front-End)

Is this certificate needed for OCI4 access (Punch-Out)?

Customers connecting via Punch-Out to BeNeering Cloud you do not have to update the certificate as long
as a server-to-server connection is not used.

A server-to-server connection might be used for Punch-Out connections in the following cases:

- Login procedure is using Secure OCI5 authentication
- SAP SRM Server has activated features like Price Validate or Product Check while a user is editing a
Shopping Cart

How do | receive the new certificates?

You will receive the certificates by a download link. You can also download the certificate through your browser
from our Web Site, but only after we have published this to our servers. See our schedule for publishing
certificates as delivered in separate communication.

Is BeNeering the owner of the certificates?

Yes, BeNeering is the owner of the certificates and we are providing the public keys to all our customers for
download.

How can | download or verify the active certificate?
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You can verify the certificate owner and validity by following below steps:

1. Open this URL https://testing.mycatalogcloud.com, e.g. from your Chrome browser for access to our
QA/Testing environment

2. Open this URL https://www.mycatalogcloud.com, e.g. from your Chrome browser for access to our
Production environment

3. Ignore the message shown in browser

4. Click on the lock symbol close to the URL and select “Certificate” in this dialog. The you will see our
certificate information for verification and/or download

&NA ttps://www.mycatalogcloud.com

o Make sure that Authorizing Party is *.mycatalogcloud.com and Valid To Date is 23.12.2025

5. You can download the certificate by clicking on “Details” tab and then following the Wizard to download
this certificate

& oF Zertifikatexport-Assistent

Format der zu exportierenden Datei
Zertifikate kdnnen in verschiedenen Dateiformaten exportiert werden,

Wahlen Sie das gewlnschte Format:
() DER-codiert-bindr %,509 (.CER)
(®) Base-64-codiert X.509 {.CER)
() syntaxstandard kryptoarafischer Meldungen - "PKCS #7"-Zertifikate (,P7E)
Wenn méglich, alle Zertifikate im Zertifizierungspfad einbeziehen

Privater Informationsaustausch - PKCS #12 (.PFX)

Wenn moglich, alle Zertifikate im Zertifizierungspfad einbeziehen
Privaten Schlissel nach erfolgreichem Expart ldschen

Alle erweiterten Eigenschaften exportieren
Zertifikatdatenschutz aktivieren

Microsoft Serieller Zertifikatspeicher (.55T)

Abbrechen

o As an alternative to download our certificate provided Link, you can download it from here. You
can use this certificate in Base-64 format for import into your SAP NetWeaver system
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How to install the certificate on a SAP NetWeaver system?

If you are using server-to-server authentication on your SAP NetWeaver / SAP SRM / S/4HANA / SAP ECC
system, then you have to upload our certificate to your SAP server. Otherwise, the login session cannot be
established.

Trust Manager: Display
% A

» £ System PSE
» £ SNC SAPCryptolib

Transaction STRUST

o‘{ SAVE )

SSL client SSL Client (&nonymo
Own Certificate

- 3€ 551 server Standard ]

~ = SSL client SSL Client (Anonymo Subject (N=anonymous
- @ bn2_BNZ2_00 [E‘ﬂ (Self-Signed)

» £ 55L client 55L Client (Standar

» £ WS Security Standard Certificate List

- 3 Ws Security Other System Encry
- 3 WS Security WS Security Keys

« ¥ SMIME Standard

- &2 File L 5
- 3 55F Collaboration Integration Lt:N=“.rrT'.rt,—dGIm]clm.ld.ct}m. 0=BeNeering GmbH, ST=Stenderhof 19'.';“
» 3 SSF E-Learning - -
- ITY SSF Logon Ticket

Subject

Eﬂ Veri. PSE Password

Certificate
Subject CN=*.mycatalogcloud.com, O=BeNeering GmbH, ST=Stenderhof 19, L=_.
Subject (Al.) dNSName=mycatalogcloud.com, dNSHame=*.mycatalogcloud.com
Issuer CN=Sectign RSA Organization Validation Secure Server C&, O=Sectigo Lim..

Serial Number (Hex.)
Serial Number (Dec.)
Valid From
Algorithm

47531333646559994795157748986593030457007
1e.12.2020||00:00:00 to 16.01.2022|23:59:59
RBSA Key Length

Check Sum (MD5)
Checksum (SHA1)

el@ & Add to Certificate List e

Run transaction STRUST on SAP NetWeaver and select SSL Client (Anonymous)
Upload the new SSL certificate (CER file)
Do not forget to add this certificate to the Certificate List

Ao bd -

Do not forget to Save this transaction

ATTENTION: it might be necessary for you to delete the old wildcard (*) certificate if you have not installed the
parent RSA certificates, otherwise the outbound connection from your SAP to myCatalogCloud.com might stop
working.
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